Configuration

LiveAction

Configure NetFlow on an WLC5500

Summary

Currently LiveNX cannot bring Cisco WLC5500 in as managed devices. While this means that
LiveNX cannot configure the device to export Flow, instead a user can make the correct
configuration changes to receive flow by following this guide.

Questions? Contact support@liveaction.com.

Add your Cisco WLC 5500 into LiveNX as an unmanaged device

To add your Cisco WLC 5500 as an unmanaged device, first select “File” and then “Discover
Devices”.

File | View Users Qo5 Flow Routing

Add Device i {

| Dizcover Devices | Q‘

Import Devices
Searc

Export Devices

Manage Devices

Refresh Devices

Remowve Metwork Objects

Exit
- @ cBIL-APN-134

On the "Device Discovery” dialogue, please enter the IP Address, SNMP Credentials, and
select the correct “Node” if necessary.
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Device Discovery l £S J
Step 1: Specify what to scan
(@) Spedfy IP ranges {ex: 192,168.1,1-200) or one IP per line:

[192.168.1.202 I

() Spedfy seed device to scan

IP Address | | Hops

Step 2: Specify SNMP settings
() Use the Default SNMP connection settings Edit

(@) Enter SNMP connection settings for this device

SNMP Version [version 2c « | TargetPort

Community String ||:»ub|id |

Step 3: Specify node
[Local

You should see the device being discovered in the Device Discovery Window.

I8 Device Discovery
Fire by
Select Device Name 1P Address Hops Vendor
& [Cisco-W1C-5500 [152.168.1.202 o ciseo |

Please select “Add Devices”, and when prompted to Configure the Device, please select “"No".

- -
A Device Discovery on Local £ J
Filter by: | [ Filter ] [ Clear
Select Device Name IP Address Hops Vendor Model

1 configurable device added to the application.

Do you want to configure QoS, Flow, Routing, 1P SLA, or LAN for the added devices?

Selected: 0 Discovered: 0 Device Limit: 10,000,000 (43 active devices)

[ | |[ Add Devices ]I l Advanced Add... Pause Stop Close
1
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You should now see the device in LiveNX with a wrench over the devices green circle,
meaning the device is not configured.

File  “ieww Users Qo5 Flow Routing IP5LA  LAM  Tools  Reports  Window

|Dashboard ‘ Manage y Expand QoS rF|DW aruting rIP SLa rL.a.N I
0. ss00 lit /O & & s
Marne

=% Home

- €3) Cisco-wLC-5500

Configure NetFlow Exporter using the GUI for your WLC5500

First please select “Wireless” then under “NetFlow” you should see “Exporter”, select it, then
please select “New".

Logout Refre
alvaln gt Refr

CISCO MONITOR  WLANs  CONTROLLER W

Wireless Exporter List 1 “-’-‘___. Nema |

* Arcess Points 3.
All AF Fuparter Name Fxporter Tp Port Sumber
» Madas

02 11an
802 11ka
Coal-Band Radios
Elobe Canligurabon
Aduancad
Mesh
RF Profiles

FlexCnnnect
Groups
Fle=Connee AlLs
anziiafn
20211 ufn

Media Stream

-

* v w

Applicatinn
Wisibility Amd
Control

-

Country
Timers
= Metflow 2

Hanitor

Exporter M

Next please name the exporter “LiveNX Exporter”, next set the exporter IP to that of the
LiveNX Server. Please set the port number to“2055".

*Please note that only one exporter can be configured for awLC!

ilIIqlllo
cisco ONITOS  WLAMS  COMTROLLER  WIRELESS
Wireless Exporter Create _..-'-"""* Apply
C m;::-l\l..\ Points Eprtar Hame - o ‘.——"‘-'-.
= Fadins Expnrtier Ip £0.10.105.3 | Ap—
BI1Z.11a'n
02 A1 b Port: Mamber 2055 —
Dusl-Band Aacios

Enporter hame Ewporter Ip Port Mumber

Liveaction 10101053 2055 o &

Exporter List NeEw... | ‘

Configure NetFlow Monitor using the GUI for your WLC5500

After creating your Exporter, a Monitor is also needs to be created. Please select “Wireless”,
then under “NetFlow" please select “Monitor” and then “New”.
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aliln

cCisco MONIMOR  WLANs  CONTRO R W ESS RITY  MBMWAGEMENT  COMMANCS  HELR
Wireless Menitor List page 1 Mo ..

* Access Points

Al aps Monitor hame Eecord Mame Luporter hame Lxporberlp Port 3

Global Configurabon

-

Adwanced
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FlexConnect
GrBUpS
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-

BoZ2.1la/n
B02.11b/afm

- -

Meidia Stream
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Control

-

Counlry

Timers 2
v Metflow /

Menitar

Exportsr

Please give the Monitor a name of “LiveNX Monitor” and select “Apply”.

Logout Refre]

Metflow Monitor = New

Monitor Name :NetFIuw Hanitar]

After the monitor has been applied it is necessary to map it to the exporter created earlier.
Please click the “LiveNX Monitor”.

Monitor List page

MW

Exporter kame Ewporterip Fart

Manitor Name _ﬂ Record Mame
MetFlow Monitor nong Hong oaan o n

From here you need to select the created “LiveNX Exporter” from the dropdown, and then
select “ipv4_client_app_flow_record” from the drop down, and the click “Apply”.

agout  Refre

KIONITOR ALANS CONTROLLER W RE £ SECURITY MANAGEMEMNT COMEANDS HELF

Netflow Monitor > Edit 'NetFlow Monitor"

| ipwd_client_app_flow_racord |

P __Apoly_ |

Exporter name LiveAction |w

Racord Mame

MOMITOR  WilAks  CONTROLLER  W|REIESS  BFCURITS

Monitor List page /’ Mew...
Fanitor Mame Record Mame Exporter Mame Exporterlp Port

MetFlow Marisoe ipud_client_spp_flow_recoed LiveAction 1010105 3 - - |

Finally you will need to map the LiveNX NetFlow monitor to the WLAN. To do this please
select “WLANs", then the “QoS" tab and from here you can select the created NetFlow
monitor!
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alveln
CIsco E WIRELESS  SECURITY GEMENT  COMMANDS
WLANS WLANs = Edit 'POD1-Client'
o WLANs General | Securlty | QoS | Advanced
WLANS
¥ Advanc= Guality of Service (Do3) Silver (bast efforth W
application Visibility Enabled
Ave Profile Blnck_Youtube = |

Matflaw Monitor HetFlow_Montor = *

Note: Application Visibility has to be enabled for the MetFlow Maonitor to work.

When completed you should be able to go into LiveNX, select your WLC 5500 and verify flows
are coming in under the “AVC".

A LiveAction - local

File View Users QoS Flow Routing IPSLA LAN Tools Reports Window Dev Help
i B, 5 o [ SR
[a | @ @ |@ﬁﬂiepni‘ng ﬁPausEDiqiayl“Amﬂimﬁm(AVC} vihi‘D&FﬂdtﬁltﬂGrmp ~ | B | Display Filter Colors = | En

Search Example: (site = Honolulu | site = Chicago) & wan & flow.app = webex-meeting

Name
=

=-4% Home Protocal H SrcIP Addr Dst IP Addr Dst Port Application Src Country Dst Country F
- G3) APN-ASR1001-114 TCcP 10.0.6.100 10.0.7.200 2,755 unknown - -
@ c2921-APN-133 [TCP 16211 2.62.1.1 80 share-point [ cHfChina s RU/Russian F...
- @ c3900-APN-131 e 1.63.1.1 26311 80 share-point [l cijchina | RU/Russian F...
- @ cB81-APN-130 [Tcp 16411 26411 80 share-point [E3l HEfHong Kong £ = SE/Sweden
- % 881-APN-132 [TCP 1.65.1.1 2.65.1.1 &0 share-point [EAl HkfHong Kong £ SEfSweden
e C891-APN-134 TGP 166,11 2.66.1.1 80 share-point #® JP[lapan £ = SE/Sweden
@ cat3850-APN-214 [TCP 162.1.1 26711 80 share-point ® JP/Japan &= SEfSweden
% at4500-APN-115 [TCP 1L73L1 2.73.1.1 80 stare-point . JPJ:Japan E 'Q‘?(EZEES‘BH
@ dscol941 1-123 T:ri R lrr" B - ] T o I
- @) Foundry_FWS-208

If you have any questions about this guide, or just have LiveNX questions in general, please
don't hesitate to contact support@liveaction.com
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